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Windows PE loader processes executable files not 
in full compliance with Microsoft PE & COFF 
specification

It is possible to make PE files which
1) structure is at variance with specification
2) run normally
3) are not processed correctly by analysis tools
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Specification runs as follows

2 2 NumberOfSections The number of sections. This 
indicates the size of the section 
table, which immediately 
follows the headers.

It is presumed that every PE file has at least one 

section
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Example of file with no sections
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Example of file with no sections
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This file runs normally on
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• Hiew v8.03 (November 2009) does not recognize this 

file as PE

• Hiew v8.10 (February 2010) handles it correctly

WORD NumberOfSections;
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Specification runs as follows

At the beginning of an object file, or 
immediately after the signature of an image 
file, is a standard COFF file header in the 
following format. Note that the Windows 
loader limits the number of sections to 96.
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Actual maximal number of sections is

95 on 

65535 on and 
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• IDA v5.6 fails to load file with 65535 sections 

(by default)

• Hiew v8.10 needs 20 seconds to open it
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20 4 PointerToRawData The file pointer to the first page of 
the section within the COFF file. For 
executable images, this must be a 
multiple of FileAlignment from the 
optional header. For object files, the 
value should be aligned on a 4-byte 
boundary for best performance. 
When a section contains only 
uninitialized data, this field should be 
zero.

Specification runs as follows
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Section headers of files packed by Upack are at 

variance with specification
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But they run normally on 
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PE loader calculates section data offset like this

// size of disk sector

#define SECTOR_SIZE 512

// ...

// size of memory page

#define PAGE_SIZE 4096

// ...

// align down

#define ALIGN_DOWN(X,Y) ((X)&(~((Y)-1)))

// ...

IMAGE_SECTION_HEADER SectHdr;

IMAGE_NT_HEADERS NtHdr;

long SectOffs;

// ...

// calculate offset to read section from

SectOffs = (NtHdr.OptionalHeader.SectionAlignment >= PAGE_SIZE) ? 

ALIGN_DOWN(SectHdr.PointerToRawData, SECTOR_SIZE) : 

SectHdr.PointerToRawData;
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Specification runs as follows

16 4 SizeOfRawData The size of the section (for object files) or 
the size of the initialized data on disk (for 
image files). For executable images, this 
must be a multiple of FileAlignment from 
the optional header. If this is less than 
VirtualSize, the remainder of the section 
is zero-filled. Because the SizeOfRawData
field is rounded but the VirtualSize field 
is not, it is possible for SizeOfRawData to 
be greater than VirtualSize as well. When 
a section contains only uninitialized data, 
this field should be zero.
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Section physical size could be much bigger 

then file size
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Microsoft installer’s resource section case 
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Specification runs as follows

8 4 VirtualSize The total size of the section 
when loaded into memory. If 
this value is greater than 
SizeOfRawData, the section is 
zero-padded. This field is 
valid only for executable 
images and should be set to 
zero for object files.
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Virtual size of some nonempty sections of files 

built by Watcom C/C++ is zero
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• Mismatch of PE specification and PE loader gives 

possibilities of creating executables which deceive 

analytics and analysis tools

• File may not be corrupted even if it is incorrectly 

processed by analysis tools, you need to run it to 

figure out
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Thank you!

Questions?


