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Introduction

Specification and loader



Introduction K ASPERSKY§

Windows PE loader processes executable files not
in full compliance with Microsoft PE & COFF

specification

It is possible to make PE files which
1) structure is at variance with specification

2) run normally
3) are not processed correctly by analysis tools
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Specific values
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Specification runs as follows

2 2 |NumberOfSections | The number of sections. This
indicates the size of the section
table, which immediately
follows the headers.

It is presumed that every PE file has at least one
section
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Zero number of sections

KASPERYKY

Example of file with no sections

[eax],.al
[eax],al
[eax],.al

{Count of sections o’

Symhol tahle OOODODDDO LGOI ]
Size of optional header 01 EQD
Linker version 7 .0m
Image version . 0o
Entry point nnono21s
Size of init data DOmEE o
0OOOnE Do
nonmoi Fo
04 nEaamon
OOOmEm-4
D01 DEEO0,DEEOL

nlolotolniolnin

Size of image
Baze of code
Image base
Section alignment

Stack
Checksum

Machine

Mon May
Magic optional
0% wversion
Subzyztem vers
Size of code
Size of uninit
Size of header
Baze of data
Subzyztem
File alignment
Heap
Number of dirs

Intel386

17 13:30:16 201iMm
header 108
G .0n
C.0On
noooooED
nooooooon
000001 Fo
noooo2 bo
GUI
nOoooonon4
001 DOODO, D00 D
16

ion

data

esi,.[edx]
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Example of file with no sections
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Zero number of sections K ASPERSKYE

This file runs normally on

. © @

Hellot

I have no seckions )




Zero number of sections KASPERSI(Y§

* Hiew v8.03 (November 2009) does not recognize this
file as PE

* Hiew v8.10 (February 2010) handles it correctly

at DDOOOOOHO

Signature LA4D
Butes on last page 0] 0} 1)
Pages in file (0] 0] 1K
Relocations count 0]0]0]0)
Paragraphs in header nmm4 : .
Minimum memory 0]0]0]0) WORD NumberOfSECthnS,
Haximum memory FFFF
S8:8P setting [ : DnEs
Checksum nnmnn
CS:IP setting D000 = EEE
Relocations tahle address nm4m
Overlay number nj0]o]o)
Ouverlay length FFFFFE4n
NewExe offset D00000CS —~ 1[¢DN. P
Entry point nJoJoToTofoE o — Lrl.lqm 'I'Rll:}lE q]

noonopco: 00 0o 0D OD-00 00 OO O0-50 —4C 0100 00
oooooopo: A8 OC Fi 4B-00 00 OO OO-0D0 -El0l 01 03 01
DOOOODED: OB 01 09 O0-E0 00 OO0 O0-00 -0l 00 DD 00
DODOOODFD: 18 02 00 OO-FO 01 00 OO0-DO -0 00 40 OO
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Specification runs as follows

At the beginning of an object file, or
immediately after the signature of an image
file, is a standard COFF file header in the
following format. Note that the Windows
loader limits the number of sections to 96.
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Actual maximal number of sections Is

Hellot
95 on L.U I have 95 sections :)
Ay

Hello! =

65535 on e and @ I have 65535 sections 1)

Ok

........................................
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 |IDA V5.6 falls to load file with 65535 sections
(by default)

* Hiew v8.10 needs 20 seconds to open it
warning x|

Create a segment [087FFO00-05300000, zel 00007FCO1;
. can't allozate warray chunk: far the segment.
Frezz F1 faor more information,

.................................

65535 sectFFFF 00O0D1000 107FDOO0 OOO00200 0O2YFFAOD EO0O0020




Section header

Anomalous offsets and sizes



Section header:

\)PL Y3
unaligned physical offset KASPERSK

Specification runs as follows

20 4  |PointerToRawData |The file pointer to the first page of
the section within the COFF file. For
executable images, this must be a
multiple of FileAlignment from the
optional header. For object files, the
value should be aligned on a 4-byte
boundary for best performance.
When a section contains only
uninitialized data, this field should be
zZero.
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Section header:

\)PL Y3
unaligned physical offset KASPER§K

Section headers of files packed by Upack are at
variance with specification

es
esp, [edx 100721,
[eax]. al

Count of sections 3 Machine Intel3B6
Symhol table FFL0ADOO[?CEB3476]1 Sat Jan 24 02:39:42 2004
Size of optional header 0148 Magic optional header 0108
Linker version 611 05 version 4 00
Image version m.5% Subzystem version 4 _00
Entry point nooo1ois Size of code 674C6461
Size of init data 72617262 Size of wninit data nnmoo41 7?9
Size of image noo1 Fooo Size of header ninjnfnnp4nln)
Baze of code DOOOOO1 o Baze of data DDOOBOODn
Image hase D04 0MmEDE tem GUI

Section alignment DO e File alignment ofofojo]oeqn)n)
Stack 001 0000000001 D0 Heap i1 DDEO0,.- 0001 O
Checksum DOOODEDE Number of dirs 10

al
al.dh
[eax].eax




Section header:
unaligned physical offset

KASPERYKY2

Section headers of files packed by Upack are at
variance with specification

esp
esp, [edx1[00721,
[eax],al

PE fpawu | DDOD1Z2000 DODODO1000 DODOOO1FD OO000010 EOODOOO6D

al
al.dh
[eax].eax
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Section header: N—
unaligned physical offset KASPERJKY

But they run normally on

. © @

= WinUpack 0.39final =100 %]

SEREMERICrop a file here or Input filenare |:|

W 1.Make backup Lcio-ex[z = Pack!
[T 2.Reserve extra data
[T 3.5trip export table FEES-E?S):IIEE _,j Pack Test
[T 4.5trip base relocation table
[T S.Relocate base addressto|  H About
[T A.Don't compress any icon

[T Z.Farce packing suspicious PE file
v 2.Preserve original file date and time v Stay on top

Exit




Section header: N—
unaligned physical offset KASPERJKY

PE loader calculates section data offset like this

// size of disk sector
#define SECTOR SIZE 512
//

// size of memory page
#define PAGE SIZE 4096

//

// align down

fdefine ALIGN DOWN (X,Y) ((X)&(~((Y)-1)))
//

IMAGE SECTION HEADER SectHdr;
IMAGE NT HEADERS NtHdr;
long SectOffs;

//
// calculate offset to read section from
SectOffs = (NtHdr.OptionalHeader.SectionAlignment >= PAGE SIZE) °?

ALIGN DOWN (SectHdr.PointerToRawData, SECTOR SIZE)
SectHdr.PointerToRawData;
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Section header:

< KASPERIKY2
large physical size

Specification runs as follows

16 |4 SizeOfRawData The size of the section (for object files) or
the size of the initialized data on disk (for
image files). For executable images, this
must be a multiple of FileAlignment from
the optional header. If this is less than
VirtualSize, the remainder of the section
is zero-filled. Because the SizeOfRawData
field is rounded but the VirtualSize field
is not, it is possible for SizeOfRawData to
be greater than VirtualSize as well. When
a section contains only uninitialized data,
this field should be zero.
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Section he_ader:_ K ASPERSKYE
large physical size

Section physical size could be much bigger
then file size

onononzZe 0OOO1O00 DOODDZ00 DO0D0400 60000020




Section header: N—
unaligned physical offset KASPERJKY

But such files run normally on

. © @

Hello YWworld!

X




Section header: KASPERYKY2
large physical size

Microsoft installer’s resource section case

3 .psrc 0o00144C ) DO CODO . DO2E2400  DODODS000 40000040




Section header:

. . KASPERIKY2
zero virtual size

Specification runs as follows

8 |4 |VirtualSize |The total size of the section
when loaded into memory. If
this value is greater than
SizeOfRawData, the section is
zero-padded. This field is
valid only for executable
images and should be set to
zero for object files.
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Section he_ader:_ K ASPERSKYE
large physical size

Virtual size of some nonempty sections of files
built by Watcom C/C++ Is zero

1 AUTO DDOO72C6 ODDOLO0DD OOOD7AODD OOOOD400 60000020

Eax

eax,. [ehx]
eax,. [ehx]




Section header: N—
unaligned physical offset KASPERJKY

But such files run normally on

. © @

=10l x|

File == ==




Conclusion

Where we come to
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* Mismatch of PE specification and PE loader gives
possibilities of creating executables which deceive
analytics and analysis tools

* File may not be corrupted even if it is incorrectly
processed by analysis tools, you need to run it to
figure out
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Thank you!
Questions?

Alexander Liskin
Packer Analysis Team



