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Targeted Attacks - Personal or Corporate?
How not to become a victim of corporate espionage and hi-tech 

attacks



Realizing
Some things to know…

Do you use your personal mobile device to read/send corporate e-mails?

Do you enter your personal mailbox or any accounts in social networks, etc. via your 
mobile device?

Do you connect to public networks?

In most cases the answer is YES.

So all of you may be (ab)used as an entry point of a targeted cyber 
attack organized against the company you work for, or your 

personal data can be stolen.



Confirming numbers
Statistics

According to YŀǎǇŜǊǎƪȅ [ŀōΩǎ ǎǳǊǾŜȅ άDƭƻōŀƭ L¢ {ŜŎǳǊƛǘȅ wƛǎƪǎέΥ 

Å 30% of companies feel they are being specifically targeted by cyber-attacks.

Å 9% of companies admit to at least one IT security issue involving a targeted 
attack. 

Å The only reason the percentage is not higher is that most of these attacks are 
designed to stay discrete - so companies never even notice them

E-aŀƛƭǎ ŀǊŜ ǘƘŜ Ƴŀƛƴ ƘŀŎƪŜǊǎΩ ǘƻƻƭǎ ƛƴ ǘŀǊƎŜǘŜŘ ŀǘǘŀŎƪǎ 

Examples



Let’s start with a story…
Recently I got an e-mail…



Quiz!
What would you do?

1. I would open the .doc ŦƛƭŜΗ aŀȅōŜ ƛǘΩǎ ƛƴǘŜǊŜǎǘƛƴƎΗ

2. I would save the .doc file to disk and open it.

3. I would save the .doc file to disk, scan it with an anti-
virus or internet security solution,and ςonly if clean ς
open it.

4. I would just delete the message!

Your choice, please?



Let’s go back to the message
Going into details

ÅUnknownsender - άaǊǎΦ aŀǊƛŀ tƛŜǊǊŜέ

Å²ŜƛǊŘ άfromέ ŀŘŘǊŜǎǎ -

άϪthesecuremailer.comέ

ÅWeird subject- άaƛǎǎƛƻƴέ

ÅBody - άaǊǎΦ aŀǊƛŀ ƛƴ vǳŜŜƴǎ IƻǎǇƛǘŀƭέ 

L ŘƻƴΩǘ ƪƴƻǿ ŀƴȅōƻŘȅ ƛƴ ŀ  vǳŜŜƴǎ 

hospital!

That was easy!! How about more complicated attacks?



OK, how about this?
NATO wants you!



RSA Security
How RSA was hacked

Å Since 1982, RSA has been one of the worldôs top security companies

Å Named after the initials of its co-founders, Ron Rivest, Adi Shamir, 

and Len Adleman, (inventors of the RSA public key cryptographic 

algorithm)

Å Sold to EMC in 2006 for $ 2.1 billion

Å On March 17, 2011, RSA announced that it had been hacked into

Å Uri Rivner from RSA explained it

Å Uri is the Head of New Technologies, Identity Protection and 

Verification, at RSA

Å Two small groups of employees received an e-mail which contained 

a Word document.

Å The e-mail was marked as spam and put into the spam folder

Å One of the employees openedité

http://en.wikipedia.org/wiki/Ron_Rivest
http://en.wikipedia.org/wiki/Adi_Shamir
http://en.wikipedia.org/wiki/Len_Adleman
http://en.wikipedia.org/wiki/RSA


The RSA Security hack
From 0-day exploits to backdoors

Source: 
RSA Security



HBGary
How HBGary was hacked

Å HBGary is a privately held company founded in 2003 by 

Greg Hoglund

Å In 2010, HBGary Federal was founded, with Aaron Barr as 

CEO, to provide tools and services to the US Govt.

Å In early 2011, HBGary entered negotiations to sell the 

company for an estimated value of $ 60 million

Å In Jan 2011, Aaron Barr claimed he infiltrated a notorious 

hacking group and knows the names of some of its 

members

Å On Jan 5-6, hackers broke into the company’s website, 

installed malware on its network, and copied over 20,000 

mails from Greg and Aaron

Å On Feb 28, Aaron resigned

Å The companyôs reputation has been damaged

Today HBGary is worth 0.01$



HBGary
Some facts

Å http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-

inside-story-of-the-hbgary-hack.ars

Å HBGary and HBGary Federal positioned themselves as experts in computer 

security

Å They worked with Interpol, the NSA, and McAfee, to name just a few

Å The hbgaryfederal.com website had an SQL injection bug

Å Using this bug the attackers got the usernames and pw hashes for the CMS

Å CEO Aaron Barr and COO Ted Vera used passwords that were very simple; 

each was just six lower case letters and two numbers

Å Both of them used the same password everywhere: Twitter, e-mail and 

LinkedIn

Å Ted Vera used the same password on the company’s Linux server

Å The Linux server was vulnerable to CVE-2010-3847

http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars


Other examples of targeted attacks
GMail hack (2010-2011)

The Gmail/Yahoo 

View / Download 
trick

É Mila Parkour



How the gmail view/download hack worked

É Mila Parkour

The Gmail View / 
Download trick



Other victims of targeted attacks
Famous cases

ÅTitan Rain - 2004

ÅHackers stole information from military labs, NASA, the World Bank, and others

ÅάƎƻǾŜǊƴƳŜƴǘ ǎǇƻƴǎƻǊŜŘ ǊŜǎŜŀǊŎƘŜǊǎ ƛƴ ǘƘŜ DǳŀƴƎŘƻƴƎ tǊƻǾƛƴŎŜ ƛƴ /Ƙƛƴŀέ

ÅObama/McCain computers hacked during the 2008 campaign

ÅAttackers got access to computers used by both parties

Å"hōŀƳŀΩǎ ǘŜŎƘƴƛŎŀƭ ŜȄǇŜǊǘǎ ƭŀǘŜǊ ǎǇŜŎǳƭŀǘŜŘ ǘƘŀǘ ǘƘŜ ƘŀŎƪŜǊǎ ǿŜǊŜ wǳǎǎƛŀƴ ƻǊ /ƘƛƴŜǎŜέ

ÅGhostnet- 2009

ÅPenetrated more than 1,200 systems in 103 countries

ÅVictims were foreign embassies, NGOs, news media institutions, foreign affairs ministries, and international 
organizations

ÅOperation Aurora - disclosed on Jan 12, 2010 by Google

ÅGoogle claims it originated in China

Å34 top companies were hit

ÅAccording to Uri Rivner, the number is higher - A LOT HIGHER 

ÅNight Dragon attack - reported in February 2011

ÅCoordinated attack against global oil, energy and petrochemical companies

ÅOriginated in China



Most recent victim
“Secured” by RSA SecureID

The F-35 Lightning II fighter.



Recognizing targeted attacks
How not to become a victim

Å You are a public person with access to sensitive data

You are a valuable commodity on the cybercriminal 

market!!!

Å You will probably face a targeted attack at least once in your career

The attackers generally prefer top management, HR, sales and 

marketing for targets

Å Attacks will most likely contain highly sophisticated social engineering

ÅE-mails could come from other employees or even top management (CEO, COO)

ÅE-mails will most likely have an attachment - Word, Excel, PDF are top choices

ÅIt’s possible and quite likely that AV will not detect the attack

ÅIt’s possible that the attack will contain a 0-day vulnerability



Stayin’ alive
Main tip

Å Do NOT open attachments in weird e-mails –

especially Word, Excel, PowerPoint, PDF



Stayin’ alive
Technical advice

Å Use Windows 7 x64 (64 bits)

ÅCPU with NX support

Å64 bits

ÅMacôs are NOT safer!!

Å Use Google Chrome for browsing the Internet

ÅChromeôs unique sandboxing of plugins provide higher security

ÅInstall the KB SSL Enforcer plugin to force HTTPS links

Å Use a VPN to access the Internet while traveling

ÅEspecially on WiFi spots

Å Use complex passwords

ÅUppercase, lowercase, numbers and symbols - at least 8 characters

ÅUse a unique pw for each website/account

Å Keep Windows, MS Office, Adobe Reader & Flash updated

ÅAlso: JAVA, QuickTime



What about Mac OS?
Let’s all switch to Mac, then?

ÅάMacOSƛǎ ƳƻǊŜ ǎŜŎǳǊŜ ŀƴŘ ƛǘ ŘƻŜǎƴΩǘ ƎŜǘ ǾƛǊǳǎŜǎΗέ

FALSE!!!

ÅApple is historically monthsbehind in patching publicly disclosed vulnerabilities
ÅTo date Apple do not have proper DataExecutionPrevention (DEP) 
or AddressSpaceLayoutRandomization(ASLR) implementation
ÅApple did not bother to implement DEP properly except for 64bit binaries
ÅThe OS X ASLR implementation is limited to library load location
ÅThe firewall functionality in OS X is impressive, but hardly utilized

More info: http://allthatiswrong.wordpress.com/2011/06/23/os-x-%E2%80%93-safe-yet-horribly-insecure/

Security wise, Apple is at the same level as 
aƛŎǊƻǎƻŦǘ ƛƴ ǘƘŜ ƭŀǘŜ флΩǎ ŀƴŘ ŜŀǊƭȅ нлллΩǎΗ
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http://allthatiswrong.wordpress.com/2011/06/23/os-x-%E2%80%93-safe-yet-horribly-insecure/
http://allthatiswrong.wordpress.com/2011/06/23/os-x-%E2%80%93-safe-yet-horribly-insecure/


If you have to use MacOS X…
Staying alive…

Å Use MacOS X 64 bits (might be tricky!)

Å64 bit kernel must be loaded manually!

Å Use Google Chrome for browsing the Internet!

ÅChromeôs unique sandboxing of plugins provides higher security

ÅInstall the KB SSL Enforcer plugin to force HTTPS links

Å Remember that MacOS Safari browser is full of bugs!

Å Use complex passwords

ÅUppercase, lowercase, numbers and symbols - at least 8 characters

ÅUse a unique pw for each website/account

Å Keep OSX, MS Office, Adobe Reader, Flash updated

ÅAlso: JAVA, QuickTime



How about my smartphone or tablet?
Are they secure?

It depends on what you do with it!

Facebook

Twitter

Gmail

Corporate e-mail

Reading corporate documents

Writing confidential e-mails?



Hacking smartphones
It’s easy!



Mobile devices risks
Top risk – theft!

Compromising a smartphone can be a lot easier than a PC/Mac

1. But why?

2. Irregular or no OS updates! Or, very hard to apply.

3. Huge interest in jailbreaking. Why? Unlocking!

TOP 5 Smartphone & tablet 
ά5ƻ bh¢ΩǎέΥ

1. Jailbreak/root your mobile device!
2. Use public WiFi networks (can be 

sniffed!)
3. Use a simple/short PIN
4. Install apps from untrusted sources
5. Put any confidential documents on it



Complex passwords
Why?

What is a complex password? How do I create one? How do I remember one? 

You can use the wonderful Kaspersky Password Manager!:



Everybody is after your password!
So don’t have just one!

Å Use a unique, strong password for each resource!

hideme6:22435 dpj5hbmh:ixq58oc 
abd1937:abu1937 catarzzz:catar999 
70853423:3602793 Aaron181:soccer 
wesley:wes333 GNutz233z:mjordan2 
Wandern:041599 dpshda8j:anz26br 
lavamp2k:supra1 lezlover:053092 
nonrev67:sti2000 bobcat22:bearcub 
huarro19:djc30098 BIGDAN44:xxxxxxx7 
niko25:dilbert 28188490:9053058 
irish800:brooke 12602728:8562835 
112548:122179 betchley:mb7611 
joel325:bmw325



Staying safe on social networks
If you really really have to use them…

Your password -> “B7b#BMu<qz0mSJT8” or something like that



The mother (father?) of all targeted attacks
Could look like this:

Or COO, CTO, 
/ChΣ ŜǘŎΧ



Quiz!
What would you do?

1. I would open the .PDF ŦƛƭŜΗ LǘΩǎ ǾŜǊȅ ƛƴǘŜǊŜǎǘƛƴƎΗ

2. I would save the .PDF file to disk and then open it.

3. I would save the .PDF file to disk, scan with KAV/KIS
and ςif clean ςopen it.

4. I would just delete this message!

5.I would send it to Kaspersky Lab for 
forensics!

Your choice!



Some advice 
Summary

Å Keep the operating system up to date. Enable automatic updates in 

Windows and the respective auto updates (e.g., Yumd) in Linux.

Å Update all third party applications. Microsoft Office, together with Adobe 

Reader and Flash Player are some of the most targeted third-party apps by 

cybercriminals.

Å Use a secure browser to access the Internet. My recommendation is 

Google Chrome, due to its exceptional sandboxing technology. Firefox is also 

good.

Å Install and use a complete Internet security solution. Keep it updated.

Å Practice safe computing. Use strong passwords that contain letters, numbers 

and symbols (?#!., etcé). Make sure you use a different password for each 

website or resource. Be wary of unsolicited attachments, even when they come 

from friends.

Å Use your common sense. If you are unsure, please contact a security 

company and let them have a look at it.



Do not become a victim!

In case you suspect a targeted attack, 

contact us immediately!



Thank You

Costin G. Raiu, Director, Global Research and Analysis Team

craiu@kaspersky.ro

Questions?


