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Realizing
Some things to know...
Do you use your personal mobile device to read/send corporate e-mails?

Do you enter your personal mailbox or any accounts in social networks, etc. via your
mobile device?

Do you connect to public networks?

In most cases the answer is YES.

So all of you may be (ab)used as an entry point of a targeted cyber
attack organized against the company you work for, or your
personal data can be stolen.
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Confirming numbers
Statistics

AccordingtoY F A LISNR 1 & [ 06 Qa &dz2NISé aDf 201 1

A 30% of companies feel they are being specifically targeted by cyber-attacks.

A 9% of companies admit to at least onelT security issue involving a targeted
attack.

A The only reason the percentage is not higher is that most of these attacks are
designed to stay discrete - SO companies never even notice them

EalAfa FNB U0KS YIAYy KI O1S!

Examples II-



Let’s start with a story...

Recently | got an e-mail...

l-Jé\l H 9 &6 « % |+ Mission - Message (HTML) - B8 X
: Message (7]
- ka . i} 2 m - Move to Folder - g ¥ Follow Up ~ S
- [ Create Rule (¥ Mark as Unread
Reply Reply Forward @ g - || Delete Junk Find
to All e [] Other Actions = | |g-mail - =
Respond Actions Options E
From: Mrs. Maria Pierre [maria.pierrre@thesecuremailer.com] Sent:  Fri /242011 10:34 AWM
To. websecurity@kaspersky.com
Ce:
Subject: diccion
| Message = MRS, MARIA PIERRE.doc (29 KB)

the attached message and reply back to her.

This is a message from Mrs. Maria Pierre in Queens Hospital. Please Kindly read

4
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Quiz!

What would you do?

1.1would openthe . docFAf SH al &80S A(¢
2. 1 would save the .doc file to disknd open it.

3. would save the .doc file to disk, scan it with ananti-
Virus or internet security solutionand ¢ only if clean ¢
open It.

4. | would just delete the message!

Your cholice, please?
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Let’s go back to the message

Going into details

l'J'a H 9 U «+« 9 |~

_y Message
3G em X2

Reply Forward @, call - | Delete

Reply
to Al &

Mission - Message (HTML)

Move to Folder -

Create Rule

Cther Actions ~

%

Junk
E-mail ~

¥ Follow Up - Sy

(% Mark as Unread
Find

Options F

Sent:  Fri§/24/2011 10:34 AM

F
To:
&

Subject: Mission

pg Message | “4 MRS. MARIA PIERRE.doc (29 KB)

This is a message from Mrs. Maria Pierre in Queens Hospital. Please Kindly read —
the attached message and reply back to her.

ol

AJnknownsender-& a NBE @ a | N2
B SARNGE Gl RRNB&a

a Xhesecuremailer.come

ANeird subjectd a A 8 & A 2 Y €
Body-GaNBEP al NAI AY
L R2Yy QU 1Yy26 | yeéo:z:
hospital!

That was easy!! How about more complicated attacks?
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OK, how about this?
NATO wants you!

Da) = I &+ ¥ |7 NATO Cyber Centre book release! - Message (HTML) -B8X
,‘./l Message @
Az i -
\ ) _i& Om- x ™3 Move to Folder % &, safe Lists - Yv E # Find
& Create Rule Jy Related ~
Reply Reply Forward g, cgll ~ | Delete ) Block Mot Junk Follow Mark as
to All i] Other Actions = || sender Up~ Unread | 4 Select~
Respond Actions Junk E-mail e Options E] Find
From: kenneth.geers@ccdcoe.org Sent Wed 6/29/2011 5:30 PM
To: vulnerability@kaspersky.com; websecurity@kaspersky.com
e
Subject: NATO Cyber Centre book release!
-1 Message | X strategic Cyber Security K_GEERS.PDF (3 MB)
rY

Dear colleagues at Kaspersky,

Greetings from the NATO Cyber Centre in Estonia!

I am the U.S. Representative here.

Enclosed is a copy of a book I have just published, entitled "Strategic Cyber Security".

It is a FREE download from our website (www.ccdecoe.org/278.html) and there is an ePub for
mobile devices.

Could you please pass this info to interested parties in your organization?

All the best from Tallinn!
From: kenneth.geers@ccdcoe.org
Sincerely,
Kenneth Geers To: vulnerability@kaspersky.com; websecurity@kaspersky.com
U.S. Representative cc

NATO Cooperative Cyber Defence

Centre of Excellence Subject: MATO Cyber Centre book release!

+372 5301 7834
1 Message | "X Strategic Cyber Security K_GEERS.PDF (3 MB)
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RSA Security
How RSA was hacked

A Since 1982, RSA has been one of 0
A Named after the initials of its co-founders, Ron Rivest, Adi Shamir, R SA
and Len Adleman, (inventors of the RSA public key cryptographic
algorithm)
A Sold to EMC in 2006 for $ 2.1 billion SECURITY?
A On March 17, 2011, RSA announced that it had been hacked into
A Uri Rivner from RSA explained it
A Uriis the Head of New Technologies, Identity Protection and
Verification, at RSA
A Two small groups of employees received an e-mail which contained
a Word document.
A The e-mail was marked as spam and put into the spam folder

A One of the employees openedi t é
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http://en.wikipedia.org/wiki/Ron_Rivest
http://en.wikipedia.org/wiki/Adi_Shamir
http://en.wikipedia.org/wiki/Len_Adleman
http://en.wikipedia.org/wiki/RSA

The RSA Security hack

From O-day exploits to backdoors

NN C) e pyu—)

F Phishing and
; : : : Lateral Data -
Foaser el Backdoor < Exfiltrate
Z:;:::y RatE et movement gathering

A handful of The user

users are machineis
targeted by accessed

two phishing remotely by
attacks; one Poison vy tool
useropens

Zero day

payload (CVE-

02011-0609)

Source:
RSA Security
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HBGary
How HBGary was hacked

A HBGary is a privately held company founded in 2003 by
Greg Hoglund

A In 2010, HBGary Federal was founded, with Aaron Barr as
CEO, to provide tools and services to the US Govt.

A In early 2011, HBGary entered negotiations to sell the
company for an estimated value of $ 60 million

A In Jan 2011, Aaron Barr claimed he infiltrated a notorious
hacking group and knows the names of some of its
members

A On Jan 5-6, hackers broke into the company’s website,
installed malware on its network, and copied over 20, OOO
mails from Greg and Aaron 13

A On Feb 28, Aaron resigned
A The ¢ ompepuiagigndras been damaged

Today HBGary is worth 0.01$
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HBGary

Some facts

A http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-
inside-story-of-the-hbgary-hack.ars

A HBGary and HBGary Federal positioned themselves as experts in computer
security

They worked with Interpol, the NSA, and McAfee, to name just a few
The hbgaryfederal.com website had an SQL injection bug

Using this bug the attackers got the usernames and pw hashes for the CMS

o To To o

CEQO Aaron Barr and COO Ted Vera used passwords that were very simple;
each was just six lower case letters and two numbers

To

Both of them used the same password everywhere: Twitter, e-mail and
LinkedIn

Ted Vera used the same password on the company’s Linux server
A The Linux server was vulnerable to CVE-2010-3847
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Other examples of targeted attacks
GMail hack (2010-2011)

Re:Photo inbox |x

@osd.mil ietals Feb 8 ) 4 Reply | v
lo® @gmail.com =
jate  Tue, Feb 8, 2011 at
t Re:Photo

DRI@state.gov

photo.jpg o ® @gmail.com

143k View Download. date  Mon, Nov 29, 2010

biect  Fwirentroduction/China question

© Reply = Forward

. China question.docx
The Gmail/Yahoo 65k View Download

View / Download
trick © Reply ¥ Forward

E MiPdrkaur
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How the gmail view/download hack worked

Blue ribbon G[\_I] All Weleoraa e Casall Fake Gmail login page

—11

(ServiceLoginAuthen.htm)

The GmaiView /

A Google approach to email.

Gmail is built on the idea that email can be more intuitive, efficient, and useful. And

maybe even fun. After all, Gmail has Sign in with your l D OW n | O ad = k
A Gougle Account 1 trl C

I\ @ Keep unwanted messages out of your inbox with Google’s innovative Usemame f 2. VictimID is hardcoded in html |
N technology
Password: | ’j
Icons & text Mobile access ¥ Stay signedin
| Read Gmail on your mobile phone by pointing your phone’s web - of Wrong password
‘ A browser to http://gmail.com/app. Leam mor |_Signin is| o
I p. +| alert (JS pop up) SHon .y
Lots of space " , > ) Gouogle Account
Over 7552.530048 megabytes (and counting)l |free storage Less spam Usemame: JDoe
| Keep unwanted messages out of your
inbox with Google's innorative Password
technalogy 7) Stay signed in
Some links are New to Gmail? Its free and easy. Mobile access [Sanin]
A B — Read Gmai on your mobie phone by
en_KR (Google in Create an account » e = B
English for Korea) ) ffsidforkoio
About Gmail  New features! 4 A Enter your password. R It's free and easy.
— In account »
| 2010 and text o e
©2010 Google | Organizations - Gmail Blog - Terms - Help )
7

p: googl i | il i _source=en_KR-cpp-gdmc

Gmail

dium=cpp&utm_campai KR

Wrong password
alert (red text)

(ServiceLoginAuth.htm)

A Google approach to email. ign i A
Po0d AR SO0 O youe Sign in with your
Gmail is built on the idea that email can be more intuitive, efficient, and useful. And Gougle Account
maybe even fun. After all, Gmail has: _— Goc !810 Account
Usemame:
[ Lots of space SR oo Username: JDoe
Over 7552.535524 megabytes (and counting) of free storage Password

J (@] Stay signed in ex pat@example.com

) Less spam Signin | Password: I
Icons & text / ® Keep unwanted messages out of your inbox o) e
nt r account? i
/ . Mobileaccess password you entered is
aiis

Get Gmail on your mobile phone. Learn more incorrect [2]
[V] Stay signed in
New to Gmail? It's free and easy.
Latest News from Gmail (
vanced sign-in security for your Google a Create an account »
(Cross-posted from the Google Blog)Has any . n't a ur account?
email account and inadvertently sent spam—| A” ||nks are fOI’ | :
Q& ‘]\ Google USA
SN

e , _
| : 2011:i2(:.text . /Q;L Lmam,m-,g,”g,mgm e . E MiParlk@ur
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Other victims of targeted attacks
Famous cases

ATitan Rain- 2004

A Hackers stole information from military labs, NASA, the World Bank, and others

AaI20SNYYSYyld aLR2yazNBR NBaSINODKSNB Ay (KS DdzZ y3aIR2\
A Obama/McCain computers hacked during the 2008 campaign

A Attackers got access to computers used by both parties

A'hol YIQd GSOKYyAOFt SELISNIG& 1 G§SN aLISOdz I i SR GKI G
A Ghostnet- 2009

A Penetrated more than 1,200 systems in 103 countries

A Victims were foreign embassies, NGOs, news media institutions, foreign affairs ministries, and international
organizations

A Operation Aurora- disclosed on Jan 12010 by Google
A Google claims it originated in China

A 34 top companies were hit

A According to Uri Rivner, the number is higher - A LOT HIGHER

ANight Dragon attack reported in February 2011

A Coordinated attack against global oil, energy and petrochemical companies
A Originated in China
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Most recent victim
“Secured” by RSA SecurelD

LOCKHEED MARTIN
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Recognizing targeted attacks
How not to become a victim

A You are a public person with access to sensitive data

You are a valuable commodity on the cybercriminal
market!!!

A You will probably face a targeted attack at least once in your career

The attackers generally prefer top management, HR, sales and
marketing for targets

A Attacks will most likely contain highly sophisticated social engineering

A E-mails could come from other employees or even top management (CEO, COO)
A E-mails will most likely have an attachment - Word, Excel, PDF are top choices
A It’'s possible and quite likely that AV will not detect the attack

A It’s possible that the attack will contain a 0-day vulnerability
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Stayin’ alive
Main tip

A Do NOT open attachments in weird e-mails —
especially Word, Excel, PowerPoint, PDF

.E!.H\" H Y 6+ 9 |5 [!! SPAM] Details attached - Message (Plain Text) - 8X

y Message @

x [y Move to Folder ~ g, ¥ Follow Up ~ &

= =M -
_ﬁ _% Q %
& Create Rule =4 Mark as Unread
Reply Reply Forward g g - || Delete Junk Find
to All e e ] Other Actions ~ | |g-mail - =
Respond Actions Options El
From: From London 2012 [Indelympic2012@in.com] Sent: Mon 5/23/2011 7:25 AM
To: Undisclosed recipients:
Cc:

| message | “} London_2012-SA.pdf (54 KB)

Please view attached file for more details.

b |

4|
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Stayin’ alive
Technical advice

A Use Windows 7 x64 (64 bits) Compatible with
A CPU with NX support
A 64 bits “/
AMacés are NOT safer!! ,f l
A Use Google Chrome for browsing the Internet Windows=7

AChr omeds uni qu elugna pravidechighemsgcurivy f
A Install the KB SSL Enforcer plugin to force HTTPS links
A Use a VPN to access the Internet while traveling

A Especially on WiFi spots
A Use complex passwords

A Uppercase, lowercase, numbers and symbols - at least 8 characters
A Use a unique pw for each website/account Google Chrome

A Keep Windows, MS Office, Adobe Reader & Flash updatech
A Also: JAVA, QuickTime

KBJSSL Enforcer
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What about Mac OS?

Let’s all switch to Mac, then?
AMacOSh & Y2 NB &aSOdzaNB | yl{

FALSE!!!

A\pple is historically months behind in patching publicly disclosed vulnerabilities
Ao date Apple do not have proper DataExecutionPrevention (DEP)

or AddressSpaced_ayoutRandomizationASLRImplementation

A\pple did not bother to implement DEP properly except for 64bit binaries

Ahe OS X ASLR implementation is limitetb library load location

Ahe firewall functionality in OS X is impressive, but hardly utilized

Securlty wise, Apple IS at the same level as
aAONRaz2zFd Ay UKS f130S o

More info: http://allthatiswrong.wordpress.com/2011/06/23/0s-x-%E2%80%93-safe-yet-horribly-insecure/
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If you have to use MacOS X...

Staying alive...

A Use MacOS X 64 bits (might be tricky!)

A 64 bit kernel must be loaded manually!

A Use Google Chrome for browsing the Internet!

AChr omeds uni g u elugna pravides kigher secudty

A Install the KB SSL Enforcer plugin to force HTTPS links : MﬁCOSX

A Remember that MacOS Safari browser is full of bugs!

A Use complex passwords

A Uppercase, lowercase, numbers and symbols - at least 8 characters
A Use a unique pw for each website/account

A Keep OSX, MS Office, Adobe Reader, Flash updated
A Also: JAVA, QuickTime
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How about my smartphone or tablet?
Are they secure?

It depends on what you do with it!

Facebook
Twitter
Gmail
Corporate e-mail
Reading corporate documents

Writing confidential e-mails?
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Hacking smartphones
It’s easy!

Subscribe to a Newsletter Solution Centers Events Magazine

COMPUTERWORLD —

Shark Tank IT Jobs

SOFTWARE / Sl

Iphon 1 Topics ~ News In Depth Reviews Blogs Opinion
Conte
q Home *» Suppo Security

By Robert McMill

BlackBerry Know

White Papers Webcasts More

App Security  Business Continuity | Cybercrime and Hacking DAM and Legal Issues  Data Security  Malware and Vulnerabilities
Privacy = Security Hardware and Software

Vulnerabi

A delayed flight| later

a brand-new iP Home = Security > Cybercrime and Hacking

Collapse all | Expar

Vancouver on | Jump to; Products News Top Stories
iPhone, BlackBerry tumble to Pwn20wn First look: Google+ lets you hang with a circle of friends
SIMILAR ARTICUY & Product h k E-Verify needs to be improved, Obama says
Security Lessons [+ Affect ACKers Al-Qaida communications knocked offline, says expert
Pwn20wn Contej Charlie Miller, a staple at the hacking contest, becomes 'Mr. Four- LightSquared faces more turbulence over GPS
What Pwn20wn gIssue Se peat'

Browser Security] By G Kei
Yy aregq Relzer

This vulnerab March 10, 2011 08:30 PM ET T B Like 165

COMPUTERWORLD QuickPoll Newsletter

How to Stop Hac|
Easy Step: White|

Hackers Expose Impact

Seconds go‘;:\L"aer;aﬁgfs Computerworld - Apple's iPhone 4 and RIM's BlackBerry Torch 9800 both Make your
Apple Patches Py [ BlackBerry sn succumbed to hackers today at Pwn20wn, but two other smartphones in-box the
Hack Bugs website that t running Android and Windows Phone 7 were unchallenged, the contest's

Sony Makes it Of the bullt-In m sponsor said. ballot box

MNetwork Hacked

Update 105 Now
Coming Soon

"When iPhone 3
fame three yea

user data tha
file system th

Application st
application st
the vulnerabil

For more info
From Devices

Charlie Miller became the first "four-peat” at Pwn20wn when he teamed with
Dion Blazakis to take down the iPhone. Both Miller and Blazakis work for the

Baltimore-based consulting firm Independent Security Evaluators (ISE).

Miller has walked off with winnings from Pwn20wn four years running --
2008 through 2011 -- twice as many times as anyone else.

Sign up to cast your vote on the
IT issues of the day, or see what
others think about the latest trends.
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Mobile devices risks
Top risk — theft!

TOP 5 Smartphone & tablet
a52 bhe¢Qacy

=

Jailbreak/root your mobile device!

2. Use public WiFi networks (can be
sniffed!)

Use a simple/short PIN

Install apps from untrusted sources
Put any confidential documents on it

ok w

Compromising a smartphone can be a lot easier than a PC/Mac
1. But why?
2. lIrregular or no OS updates! Or, very hard to apply.
3. Huge interest in jailbreaking. Why? Unlocking!
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Complex passwords
Why?

What is a complex password? How do | create one? How do | remember one?

You can use the wonderful Kaspersky Password Manager!:
x|

Password: |h~9H!jCG@DuM&mG

7 +'» Here you can generate strong
L " passwords.
)
IL Password length (4..99): |16 j I'U" SI-ID'.-".' EEISS'.-".'DFEI
Password strength Enhanced
Advanced settings A Password Popularity - Top 20
¥ a-Z V¥ a2z ¥ o= Number of Users with
Password Password (absolute)
[+ Special symbaols: IN!@ZE%"&” 1 123456 290731
[+ Exclude similar symbaols P 12345 79078
3 123456789 76790
Password: ImeH!jCG@DvM&mO
4 Password 61958
[V Show password 5 iloveyou 51622
6 princess 35231
7 rockyou 22588
8 1234567 21726
9 12345678 20553
10 abc123 17542
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Everybody is after your password!
So don’t have just one!

A Use a unique, strong password fOr each resource!

hideme6:22435 dpj5hbmh:ixq58oc
abd1937:abul937 catarzzz:catar999
70853423:3602793 Aaronl81:soccer
wesley:wes333 GNutz233z:mjordan2
Wandern:041599 dpshda8j:anz26br
lavamp2k:supral lezlover:053092
nonrev67:sti2000 bobcat22:bearcub
huarro19:djc30098 BIGDAN44:XXXXXXX7
niko25:dilbert 28188490:9053058
irish800:brooke 12602728:8562835
112548:122179 betchley:mb7611
joel325:bmw325

Cyber security: Hackers LulzSec release 62,000
passwords and emails

Article Comments (1) Pa;ypal Linkedm

§ share L3N |0 shae (N Rate this Story /5 0 £ 0
E— L 11
& Print = Email * Share TextSize + | — G -l
amazoncom aMal

By Alastair Stevenson | June 17, 2011 854 AM GMT

Destroying any chance that it could be seen as a hacktivist group, the hacker collective LulzSec
yesterday released the emails and passwords of up to 62,000 random people.
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Staying safe on social networks
If you really really have to use them...

Account security hide
Contraol your browsing and login security

Secure browsing (https)
¥ Browse Facebook on a secure connection (https) whenever possible

do you have a facebook?
When an unrecognised computer or device tries to access my account:

[v Send me an email

[ Send me a text message

ogin approvals

When an unrecognised computer or device tries to access my account:

[+ Require me to enter a security code sent to my phone

AN

°
\\//
e T 7 A HTTPS Only ¥/ Always use HTTPS
tW’ er ) Use a secure connection where possible to encrypt your account information.
\ y

Your password -> “B7b#BMu<qz0mSJT8” or something like that
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The mother (father?) of all targeted attacks
Could look like this:

. ' _ — H T
i |_| r‘—l] . i Directors’ bonus plan 2011 - Message (HTML)

J % Sm- x 23 Move to Folder ~ g, fH categorize ~ 33

[ Create Rule ¥ Follow Up - Or COO, CT '
Reply Reply Forward g, Delete Junk || . Find A
to Al o e 2] Other Actions * | g_mail - L1 Mark as Unread .
Respond Actions —

Options ]
£ — —

% ¥ §F ¥ §F F F F Fr FrF rFr o r ’
From: | ‘Your CEO [ceo@company.com] ==Tent: Wed 7/13/2011 9:11 PM
TQ: Tomnﬂam------------
Ce:
Subject: Directors' bonus plan 2011
r. & & & &R _§ &R & _§ &® & _°®R _§R _§R N § J
-l Message ‘ “L Directors_bonus_plan_2011.pdf (576 KE) |
— =
\
\ -
lohn, "

Here's the bonus plan for the management board. I’'m afraid the numbers might be

a bit too high, we're spending too much money on this; investors will not be happy.
Please take a [0OK ana |6t ME KNOW WhHere 10 cur.

PS: Call me about that drink tonight!

Regards,
Michael CEO

4|
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Quiz!

What would you do?

1.1would openthe PDF A f SH L0 Qa OSNZI
2. 1 would save the .PDF file to disknd then open it.

3. | would save the .PDF file to disk, scan with KAV/KIS
and ¢ If clean ¢ open It.

4.1 would just delete this message!

5.1 would send it to Kaspersky Lab for
forensics!

Your choice!



Some advice
Summary

A Keep the operating system up to date. Enable automatic updates in
Windows and the respective auto updates (e.g., Yumd) in Linux.

A Update all third party applications. Microsoft Office, together with Adobe
Reader and Flash Player are some of the most targeted third-party apps by
cybercriminals.

A Use a secure browser to access the Internet. My recommendation is
Google Chrome, due to its exceptional sandboxing technology. Firefox is also
good.

To

Install and use a complete Internet security solution. Keep it updated.

A Practice safe computing. Use strong passwords that contain letters, numbers
and symbols (?2#! ., e t diéfgrent pelss\woed f& eache vy
website or resource. Be wary of unsolicited attachments, even when they come
from friends.

A Use your common sense. If you are unsure, please contact a security
company and let them have a look at it.
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Do not become a victim!

In case you suspect a targeted attack,
contact us immediately!
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Thank You

Questions?

Costin G. Raiu, Director, Global Research and Analysis Team
craiu@kaspersky.ro
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